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PClI COMPLIANCE SIMPLIFIED

Reliant Security provides an integrated products and services platform for merchants with distributed retail locations to
meet data security control objectives, including PCI. Our deep industry domain experience and track record of successful
implementations in distributed store environments speaks to our leadership position in the PCl compliance world.

The Reliant Security platform satisfies all 12 sections of the PCI Data Security Standard. Our solutions cover the three

steps of the PCI compliance process:

ASSESS REMEDIATE
Identify Threats Before . Deploy Technology.
They Happen Fix Problems, Verify Fixes

Founded in 2005 with a mission to provide secure, cost-effective PCI
solutions to traditional and complex private networking solutions,
our active participation on the PCI Data Security Standards Council
is paramount to our commitment to focus on PCI.

This singular and razor-sharp focus is what allows us to keep our
solutions at the forefront of the PCI Regulations, and as a result, keeps
our customers ahead of the continuing changes and demands of

PCl compliance.

Proven Success

e Thousands of installations at merchant locations

e Years of experience in retail technology

e In-depth background with information security

e Active member of the PCI Security Standards Council

MONITOR

Ongoing Scanning,
Logging and Reporting

»

Expertise

The Reliant Team has an in-depth
understanding of store operations,
networking and system applications such
as POS, merchandising, inventory
management, CRM, and distribution
systems.

Our technical expertise extends to LANs,
WANS, voice and data systems, wireless
networks, enterprise storage and SANs,
enterprise server

platforms, legacy environments, and
information security.

Reliant addresses PCl Requirements on a
holistic basis for our customers. This
approach ensures our customers will
satisfy all of the PCI Requirements and are
ready for a complete audit.
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The Products

The Reliant Security Managed PCl System (MPS) provides a
compliance framework using a 2-Tier technology architecture:

Redbox Security Appliance

Resides at the point of sale and performs multiple compliance
functions, including network segmentation, routing, firewalling,
intrusion detection, log file aggregation, system file integrity
monitoring and wireless access point detection.

PCI Compliance Portal

Provides retail IT managers and compliance auditors with a view into
performance against compliance requirements at the store systems
level. The portal allows authorized users to view and

manage PCI controls across the enterprise.

Two-Tier Architecture

Securely automates and manages compliance - related tasks and
data security events. This infrastructure automatically polls stores
for security logs and creates incidents where further investigation is
required. Additionally, our two-tier architecture automates tasks that
ensure the integrity of controls deployed at the stores, including
virtualized device operating status and configuration.

All-In-One

The MPS Redbox contains multiple security functions in a single
box, which eliminates the need for complex integration of network
security products. The consolidation of services in the MPS Redbox
provides significant cost savings and offers a simplified and easier
approach to manage a PCl solution.

The Business Problem

The PCI Data Security Standard (DSS) is
a set of comprehensive requirements for
enhancing payment account data security.

The PCI DSS must be met by all
organizations (merchants and service
providers) that transmit, process or store
payment card data. It is not a law. It is a
contractual obligation applied and enforced
- by means of fines or other restrictions -
directly by the payment providers the selves.

All merchants and their service providers
are required to comply with the PCI Data
Security Standard in its entirety.

The PCI DSS compliance procedure can
take anywhere from a day to many weeks,
depending on what is uncovered by the
vulnerability assessment scan and the self -
assessment questionnaire.
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